
Securing a Solar Farm
The rise of solar power



Solar power is accelerating, and 2026 is shaping up to be another big year for new 
installations. With the pace of solar farm construction set to rise, integrators have a 
genuine opportunity to stand out by bringing credible, practical security design to 
sites that are often built fast and left lightly protected.

The rise of solar power

According to the BBC 1, 2025 was a record year for renewable energy in the UK, driven in 
part by the growth in solar-powered electricity. Output was nearly a third higher than 
2024 levels, helped by the UK’s sunniest year on record and the continued expansion of 
solar panels around the country.

According to an analysis of NESO data, wind power generated over 85 TWh of electricity 
in Great Britain last year, accounting for almost 30% of the total supply, slightly higher 
than in 2024.

However, the most noticeable shift was in solar. Over the year, solar panels produced 
more than 18 TWh, representing over 6% of the nation’s electricity generation. While that 
remains a relatively modest proportion overall, it reflects an increase of more than 4 TWh 
compared with 2024.

At its peak in July, solar power contributed over 40% of electricity generation during a 
small number of half-hour periods. By comparison, in 2013, solar never accounted for 
more than 5% of electricity production at any point.

New record for renewables in 2025
Terawatt hours of electricity generated from renewable 
sources each year, 2009-2025



The solar energy industry anticipates 
continued growth in 2026, alongside an 
increasing pace of solar farm construction 
in many regions.

Gareth Simkins, from the industry body 
Solar Energy UK, said expansion was 
continuing at pace: “By the end of the 
year, we will have about 24 gigawatts 
of generation capacity in the UK, 
approximately four gigawatts more than 
we did a year before.”

Solar energy to continue to grow

Planning decisions for small-scale solar 
farms are handled by local councils, while 
larger schemes are classified as Nationally 
Significant Infrastructure Projects (NSIPs) 
and are approved by a government 
minister.

Over the past 18 months, eight NSIP 
solar projects have been approved 
across East Yorkshire and Lincolnshire. In 
addition, at least nine further NSIP solar 
developments are currently progressing 
through the planning pipeline in the 
region.

By the end of 2026 we will have about 
24 gigawatts of generation capacity in 
the UK, approximately four gigawatts 
more than we did a year before

24 Gigawatts



As the number of solar farms increases, so does the incentive for theft and disruption. 
Solar farms can be targets for theft, vandalism and protests, often because they are 
remote, lightly staffed, and sometimes contentious with nearby communities.

Most solar farms are located in rural areas and are largely unmanned, with only occasional 
visits for maintenance, inspections, or repairs. That combination of isolation and limited 
daily oversight creates a gap criminals are happy to exploit. Add the resale value of panels, 
cabling, and metals, and PV solar farms become an attractive target. The result is rarely 
“just theft” either. These incidents can trigger infrastructure damage, expensive repairs, 
and revenue loss while the site is forced offline.

The risk to solar farms

Examples of solar crime

Staffordshire
When UK police visited an address in Staffordshire, suspected of harbouring solar 
panels stolen from a Worcestershire site in 2019, they recovered 13 modules and found 
paperwork indicating planned shipments to Madrid for resale. The international 
disposal route linked to the raid on a solar farm owned by water company Severn 
Trent near Kidderminster suggested organised crime involvement.

Police in the UK reported a 93% increase in solar-related crimes from 2021 to 2022.2 

That figure, reported by Detective Superintendent James Taylor, head of the UK 
Serious Organised Acquisitive Crime Unit Opal, included a rise in small-scale thefts of 
solar panels as rising energy bills and the cost-of-living crisis bite.

Wellingborough
Solar panels worth about £10,5003 were stolen from an energy farm in 
Wellingborough.

Northamptonshire Police said thieves cut a gate at Chelveston Renewable Energy 
Park at Chelveston Airfield, where 80 panels were dismantled and stolen from the 
site.

Europe
The UK is not alone. German solar security company Viamon tells pv magazine4 
that more than 5,000 “major” solar thefts occur annually in Europe, with over 400 in 
Germany alone. In southern Italy, says Viamon Managing Director Oliver Strecke, the 
solar crime rate is 10 times higher than the European average.



Theft
Solar farms are vulnerable to both 
opportunistic thieves and organised 
criminal groups. Easy site access, 
combined with often minimal security 
measures, means sophisticated planning 
or specialist equipment is not always 
required.

Common targets include string cabling 
attached to the rear of panels or their 
supporting frames, mainly due to its 
high scrap value. Sections of cabling 
can often be quickly isolated, making 
removal relatively straightforward. Buried 
copper transmission cables are also highly 
appealing. Although harder to extract, 
they can still be pulled from the ground 
using basic equipment such as all-terrain 
vehicles, vans, or trucks.

Solar panels themselves are another 
target and can be removed quickly once 
criminals have time on site. Rising energy 
costs have also contributed to theft for 
resale and reuse.

Because PV equipment is large and 
heavy, vehicle access is typically required. 
However, many sites are secured with 
lightweight fencing, gates, chains, and 
padlocks intended for livestock control 
rather than serious security, making 
them easy to bypass. Most solar farms 
also include internal access tracks for 
maintenance and inspections, allowing 
vehicles to move freely around the site 
once entry has been gained.

Common security risks

Vandalism
Solar farms can face higher vandalism risk 
than many other sites, not only because 
of remote locations and easy access, but 
also because some sites attract frustration 
from local residents.
Vandalism can cause significant damage 
to monitoring equipment, inverters, 
transformers and substations, all of which 
are critical to a site’s export capability. In 
practice, vandalism often costs more than 
the initial damage suggests because it 
forces faults, inspections, and downtime.



Protecting the solar farm

The security risk to solar farms creates a clear opportunity for integrators to offer a 
secure, integrated system that reduces the client’s risk of damage, disruption, increased 
insurance premiums and downtime.

Key considerations include:

Security fencing
Perimeter security is the first line of defence and a major 
deterrent. For PV solar farms, or sites in areas with a history of 
unauthorised access, theft, or vandalism, three-metre-high 
proprietary security fencing should be considered. Ideally, it 
should be certified to LPS 1175 Issue 8.1, achieving a minimum-
security rating of B3 under the LPCB Certification and Listing of 
Intruder Resistant Building Components, Strongpoints, Security 
Enclosures, and Free-Standing Barriers. This level of protection is 
particularly important along perimeter sections accessible from 
public roads or footpaths.

Detection is essential, but security is weakened without a robust 
physical barrier. Lightweight fencing, often referred to as stock or 
deer fencing, is commonly used but offers minimal protection. 
It should only be used where the perimeter borders private 
land with no shared access for pedestrians or vehicles, and only 
where supported by a comprehensive security risk assessment.

Site access
All entrance gates and posts should be constructed to the 
same standard as the perimeter fencing and secured using 
high-quality padlocks and heavy-duty chains. Padlocks should 
comply with BS EN 12320:2012 and achieve a CEN Grade 4 or 5 
rating. Where possible, fit a steel protective lock housing with a 
minimum thickness of 4mm to reduce tampering risk.

Keys should never be stored on site, and combination codes 
should be changed regularly, particularly after staff changes. 
Digital combination key safes are susceptible to attack and are 
therefore not recommended.

Integrated security systems
A common mistake is trying to save money by installing a 
CCTV-only system. Cameras should be central, but they should 
not be doing all the work. The strongest designs use cameras 
as the “eyes”, then support them with detection and lighting 
that improve image quality, reduce nuisance events, and give 
monitoring teams something actionable to respond to.



Security cameras
For remote and unmanned sites, a detector-activated Video 
Surveillance System (VSS) can be highly effective, provided by 
reputable camera suppliers such as Dahua, Axis, and TP-Link. 
The system should be monitored by an accredited Remote 
Video Response Centre (RVRC) to achieve a level 1 police 
response. VSS should cover the perimeter, entrances, PV arrays, 
and key equipment and buildings.

Illuminators
Remote solar farms often have very little ambient light, which 
is exactly when CCTV performance can drop. This is where 
illumination becomes a practical security tool, not a nice-to-
have. There are three types to consider: infrared, white light and 
hybrid.

Infrared
Infrared illuminators, such as those manufactured by GJD, are 
designed for low-light environments. They support day/night 
cameras and help capture higher-quality imagery. Infrared is a 
popular choice for SafeGuard Systems, which have worked on 
solar farms across the South-West (link to case study), and Age 
CCTV Systems (link to case study), which have delivered projects 
across Cambridgeshire.

White light
White light LED illuminators act as a visible deterrent and can 
improve incident clarity by supporting colour video at night.

Hybrid
Hybrid illuminators provide infrared for monochrome night 
imagery, or white light for colour images. They are designed to 
integrate with IP cameras and provide event-triggered lighting 
to illuminate and deter intruders.

Detectors
There are two core types of detectors: wired and wireless. On 
solar farms, GJD recommends a wireless detector such as 
D-TECT X, which can be positioned further away from the 
perimeter to provide earlier notification of potential threats.
GJD detectors use a two-beam method that detects both 
motion and heat, helping distinguish between a person and 
livestock. Detectors can provide an early alert before an intruder 
reaches critical infrastructure, giving time to verify, escalate, and 
respond.



Conclusion

As the UK’s solar sector expands into 2026 and beyond, solar farm security is becoming 
a more critical part of site design and operation. While solar energy plays a growing role 
in the national mix, the remote and often unmanned nature of these sites makes them 
attractive targets for theft, vandalism and organised crime. The impact can be significant, 
from damaged equipment and revenue loss to higher insurance costs and extended 
downtime.

For integrators, this is a chance to lead with competence. Effective protection comes from 
a layered approach: certified perimeter fencing, secure access control, intelligent video 
surveillance, appropriate illumination, and reliable detection technologies. When these 
elements are correctly specified, installed and monitored, they deter crime and give 
operators the early warning and clarity needed to act.

Ultimately, investing in solar farm security isn’t just about stopping theft. It’s about 
protecting long-term generation, safeguarding infrastructure investment, and 
supporting confidence in renewables as the sector scales.
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